
 

What’s in this document:   
a) Steps 1 through 4 are to generate the Certificates and export them.  Read the Note in bold 

text that appears after step 4 to see what your options are after generating certificates.  
b) Steps 5 through 9 shows you how to copy generated certificates/PFX file and then import 

them on a different host, then bind the certificate to a port.  
c) Step 10 combines the manual steps to create a batch file. 
 
 
 
 

1. Generate Certificate Authority and a private key. 
makecert -n "CN=XXX Authority" -cy authority -a sha1 -sv "XXX_authority.pvk" -r 
"XXX_authority.cer" -sr localmachine -ss ROOT. Note that XXX = your company name. 

 
 

2. Generate a certificate for CTI Adapter  
makecert -n "CN=localhost" -ic "XXX_authority.cer" -iv "XXX_authority.pvk" -a sha1 
-sky exchange -pe -sr localmachine -ss MY "cti_adapter.cer". 

 
 

3. Export the certificate authority you just created.  

 Open Microsoft Management Console (MMC).  

 Add certificates snap in for  “Local Computer” 

 Select “Trusted Root Certification Authorities” folder and then Select “certificates” folder 
under it.  

 The certificates folder should have the certificate you installed using makecert in step 1.  

 Right click on your certificate and select All tasks-> export.  

 Go through the options and save the .cer file to a location of your choice.  
 
 
 

4. Export the adapter certificate and private key to a pfx file. 

 Open Microsoft Management Console (MMC).  

 Add certificates snap in for  “Local Computer” 

 Select “Personal”  folder  and then Select  “certificates”  folder  under it.  

 The certificates folder should have the certificate “localhost” you installed using makecert in 
step 2.  

 Right click on your certificate and select All tasks-> export.  

 Select the option to export the private key and keep default options for all and save the pfx 
file to a location of your choice.  

 
 
 
 
 



 
 
NOTE:   At this pointy you have generated your certificates and private key, so you should be ready 
to install them on client machines and bind them to a port. Following two options are some of the 
ways you can generate certificates and push them to machines on your network.  
 
a) Create a batch file as mentioned below and then using PSEXEC utility or similar to remotely 

execute the batch on desired machines within your network.  
b) Deploy certificates using windows group policy and then use PSEXEC utility or similar to 

remotely execute the command to bind the port on individual machines.  
 
 

5. If you want to install the certificates you generated on a different machine, then copy the 
certificate authority and the pfx file you saved and paste it to a location on the target machine.  
The follow steps 6 through 9 to manually install and bind the certificate to a port.  

 
6. Using certutil we then install these certificates that we just copied to the target machine.  

Certutil utility should be already available on your machine as it is bundled with windows 
certificate services and also available with Microsoft SDK, but if you want to download the utility 
then you can do so from here which is part of windows 2003 admin tool pack.  
http://www.microsoft.com/downloads/details.aspx?FamilyID=c16ae515-c8f4-47ef-a1e4-
a8dcbacff8e3&DisplayLang=en 
To install the certificate to a dfferent store or to a different location or to know more detail on 
certutil tool you can refer.  
http://technet.microsoft.com/en-us/library/cc772898(WS.10).aspx#BKMK_add_cert 

 
 
  

7. We then add the certificate to the root store by executing this command from the command 
line.  
certutil -f -addstore root "C:\Cert\xxx_Authority.cer" 

 
8. We then install the pfx file using the following command.   

certutil -f -p "private key password" -importpfx "C:\Cert\xxx_Authority.pfx"  
 

9. Bind it to a port 
netsh http add sslcert ipport=0.0.0.0:%PORT% certhash=%CERTHASH% appid=%APPID% 
(NOTE: You have to get the certificate hash of CTI_Adapter.cer) 

 
 
 
10. Create a batch script that you can use to install certificate and bind a port to it.  
 
You can use utility like psexec to remotely install on the required systems in your network.   More on 
psexec here http://technet.microsoft.com/en-us/sysinternals/bb897553 
 
 
 

http://www.microsoft.com/downloads/details.aspx?FamilyID=c16ae515-c8f4-47ef-a1e4-a8dcbacff8e3&DisplayLang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=c16ae515-c8f4-47ef-a1e4-a8dcbacff8e3&DisplayLang=en
http://technet.microsoft.com/en-us/library/cc772898(WS.10).aspx#BKMK_add_cert
http://technet.microsoft.com/en-us/sysinternals/bb897553


You can combine step’s  7, 8 and 9 by copying the text into a batch file and executing it on individual 
machines. You can store your certificate and PFX file on a central server share and give that location 
in the batch file. 
 
@echo off 
echo Installing Certificate Authority... 
 
rem Define the file locations as environment variables 
set CERTPWD=123456 
set CERTHASH=1e5a03ebe95047cc8ef632591968b2e5eda1034f 
set APPID={9D06D291-3882-4D7B-A6E5-5DD6EEE2486F} 
set PORT= 11001 
 
rem Install certificate Authority 
certutil -f -addstore root  "\\server\share\xxx.cer" 
 
rem Install PFX  
certutil -f -p %CERTPWD% -importpfx  "\\server\share\xxx.pfx"  
 
rem bind the certificate to a port 
netsh http add sslcert ipport=0.0.0.0:%PORT% certhash=%CERTHASH% appid=%APPID% 
 
 

  
 


